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ABSTRACT

There has been an alarming increase in cyber-technology misuse and abuse among young
adults in recent years. This study examines types of cyberethics behaviours exhibited by
undergraduate students Federal University of Agriculture (FUA), Nigeria, and the University
of Zululand (UZ), South Africa. Both quantitative and qualitative design and a survey
method were used. The sample for the study was purposively selected comprising 14
Information Technology (IT) professionals for the interview and 380 undergraduate students
from the two universities. The findings of the study revealed that undergraduate students
from the two universities exhibited a higher prevalence of cyberpiracy, cybersex, and cyber
smearing. It has been established that these vices are more prevalent in undergraduate
students from a Nigerian universities. Based on the findings of the study, the study
recommended more awareness of the negative effect of cyberethics behaviours and the
review of cyber ethics policies in both Nigeria and South Africa.

Keywords: Cyberethics behaviour, Cyberethics policy, Cyberspace, Undergraduate
students

1. INTRODUCTION

The rapid advancement and extensive use of the Internet have made more social
actors enter cyberspace, leading to cybercrime and other unethical behaviours. As
a result, cyber ethics has become a topic of discussion in Information Science.
Since the inception of the Internet, hackers have laboured to exploit it for selfish
interests such as sophomoric mischief, theft, and espionage, among others (Olivier,
2013). Symantec (2013) noted that cyber-attacks are increasing and becoming
more complex in existence. Nevertheless, various cybersecurity methods and
solutions have been introduced with time, but these have shown no signs of
stopping the nefarious activities of hackers on the Internet. To this end, social
behaviour and appropriate use of the Internet have become more crucial with the
increasingly interconnected cyber-physical-biological environment that links
devices, systems, data, and people (Berman & Cerf, 2017).

A considerable volume of literature has been published in the field of cyber ethics
on various unethical cyber-crime practices. For instance, (Peslak, 2008) revealed
that pirated software and intellectual copyright violations are common phenomena
in universities. Siponen and Varitianen (2007); Cilliers (2017) reported that young
adults considered the production of copies of protected items on the Internet to be
socially and morally acceptable. Similarly, in Abeokuta, Nigeria, Folorunso et al.
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(2010) reported that university students attempted to use social networking sites
before adopting their uses. Thus, the sites’ users often examine them and probably
know the gratifications they could derive from the media before accepting to use
any of them.

Criminal activities in cyberspace are now on a global scale. Halder et al. (2011)
described cybercrimes as offences that are committed against individuals or groups
of individuals, with a motive to intentionally harm the victims, using modern
telecommunication networks such as the Internet (chat rooms, emails, notice
boards, and groups) and mobile phones. According to Pahuja (2011), cybercrimes
could mean the vandalisation of a site by hackers, viewing confidential information,
or stealing trade secrets or intellectual property using the Internet. It can also
include the denial of services and virus attacks, preventing regular traffic from
reaching a site.

1.10bjectives of the Study
The main objective of the study was to assess the cyber ethics behaviour among
undergraduate students at the Nigerian Federal University of Agriculture and the
University of Zululand in South Africa. The study specifically sought to:
(i) identify the kinds of cyberethics misuse behaviours exhibited by
undergraduate students in the two universities;
(ii) determine the usefulness of cyber ethics policy in promoting cyberethics
behaviours in the two universities.

2. LITERATURE REVIEW

Many people have embraced cybercrime as a means of livelihood at the expense of
physical and mental well-being. (Tade and Aliyu 2011) affirmed that many have
become rich through cybercrimes while some have been apprehended. Still,
cybercrimes are continually evolving beyond what is currently known in
cyberspace, therefore making a crackdown seemingly herculean. Some common
unethical practices in cyberspace by students include cyberpiracy (software piracy,
music, and movie downloads), cybersex (online pornography, privacy violation, fake
news dissemination, and cybercrime), amongst others (Aggarwal, 2015; Pahuja,
2011; Aderibigbe & Ocholla, 2020; Aderibigbe, Ocholla & Britz, 2021; Aderibigbe &
Ocholla, 2018). These unethical cyber behaviours in the form of harassment via
emails, cyber-stalking, cyberbullying, dissemination of obscene materials,
defamation, hacking, cracking, email spoofing, SMS spoofing, carding, cheating
and fraud, child pornography, assault by threat, forgery, and phishing, potentially
cause harm to individuals. Likewise, there are cybercrimes and cyber misconducts
that harm the property of an individual or organisation. These involve intellectual
property crimes, cybersquatting, cyber vandalism, system hacking, transmitting
viruses and malicious software to damage information, cyber trespass, Internet
time theft, and fraud, amongst others.

Academic institutions recognise the importance of curtailing students' internal
cyber technology misuse or unethical cyber behaviour, defined as students'
unacceptable use of cyber technology in terms of application, organisation and
ethical conduct in cyberspace (Phyo et al., 2007). Institutions use several strategies
to reduce unethical cyber behaviour. They are also adopting surveillance systems
and continuous monitoring around the globe to spy on their students and other
users of their networks (Zetter, 2007). Adopting policies is another method used by
institutions to deter misuse (Case & Young, 2002).
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In recent times, many researchers have found out that students demonstrate
misconceptions about internet policies within their institutions in several cases,
which invariably result in inappropriate use (Lennie, 2013; Simonson et al., 2014).
A recurring example of this misunderstanding is students’ conflicting perceptions
regarding violating intellectual property rights. Furthermore, Lewis et al. (2012)
observed that despite policy guidelines regulating the copying and distribution of
shared software programmes, students are still in a dilemma about what
constitutes copyright infringement. In addition, the conflicting legal and ethical
principles surrounding the broader issue of intellectual property rights create
confusion about what a violation of copyright is.

What is apparent in these examples, as well as many others, is that “while trying to
integrate cyber technology into teaching, learning and instruction processes,
institutions' managements must deal with highly debated, continually changing,
and often difficult-to-understand policies regulating students' cybertechnology
behaviour and Internet use” (Davies, 2002).

3. METHODOLOGY

The study was both quantitative and qualitative in design and a survey method was
employed. The sample population was drawn from undergraduate students and
staff of the Information Technology Section/Information at the University of
Zululand & Communication Technology Resource Centre at Federal University of
Agriculture. The respondents were drawn from all faculties and colleges in the two
universities. The sampling frame mirrored the target population’s profile and was
designed to enumerate the undergraduate students for the 2017 academic year.

Four hundred and fifty (450) undergraduate students participated in the survey.
However, only three hundred and eighty (380) respondents completed and returned
the questionnaire, giving a total response rate of 84.4%. To validate the information
obtained from the undergraduate students on assessment of cyber -ethical
behaviour of undergraduates in the studied universities, the researcher got more
information from members of staff of the Information Technology (IT) and
Information and Communications Technology Resource Centre ICTREC sections.
From the expected 16 members of staff of both ITS and ICTREC, 14 were
interviewed, giving a response rate of 88%.

Data collected using questionnaires were coded, and the analyses were carried out
using the Statistical Packages for Social Sciences (SPSS) (version 25.0). Data from
the interview schedule were analysed using thematic analysis.

4. RESULTS AND DISCUSSION
To provide answers to the research question of the study, respondents were asked
to indicate their level of agreement with a list of 30 cyber ethics behaviours. The
result is presented in table 1.
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Tablel. Types of Cyberethics Behaviours among Students in the Two Universities

S/ | Cyberethics Behaviour - Federal University University of Zululand
N Average Mean = 2.5 Agriculture
Freq. Mean (x) SD Freq. Mean(x) SD
1 Cyber-piracy: music and film 192 3.66 1.47 182 3.69 1.33
downloading
2 Cybersex: online pornography 192 3.53 1.44 182 3.28 1.56
Privacy violation 192 3.22 1.48 182 3.09 1.52
Blackmailing and disseminating 192 3.31 1.59 182 3.07 1.57
junk mail
5 Disseminating fake news 192 3.39 1.56 182 3.35 1.59
6 Cybercrime 192 3.33 1.53 182 3.16 1.65
7 Cyberstalking 192 3.14 1.50 182 3.18 1.54
8 Cyber fraud (e.g. fraudulent 192 3.41 1.49 182 3.06 1.51
online banking)
Cyberbully 192 3.13 1.36 182 3.15 1.54
10 | Hacking; carding; 192 3.41 1.35 182 3.12 1.48
phreaking; cracking
11 Cyber vandalism 192 3.10 1.37 182 3.02 1.48
12 Accessing inappropriate; illegal 192 3.35 1.33 182 3.07 1.48
online materials
13 | Identity theft 192 3.32 3.94 182 3.09 1.50
14 | Denial of service attack 192 3.33 1.27 182 2.76 1.50
15 | Data mining ( e.g. indirect 192 3.14 1.34 182 2.84 1.44
gathering of personal
information)
16 | Cybersquatting 192 2.99 1.33 182 2.80 1.44
17 | Spoofing and phishing 192 3.23 1.38 182 2.84 1.50
18 | Violating intellectual property 192 3.20 1.38 182 2.94 1.51
19 | Violating software license 192 3.39 1.42 182 2.95 1.50
agreement
20 | Using another user’s password 192 3.39 1.40 182 3.35 1.45
21 | Unleashing worms and viruses 192 3.29 1.39 182 3.16 1.46
22 Cybersquatting 192 3.21 1.32 182 2.99 1.51
23 | Cyber libel (e.g. false statements 192 3.21 1.37 182 2.89 1.49
that harm others’ reputation)
24 | Cyberterrorism 192 3.31 1.39 182 2.95 1.52
25 | Social media profile cloning 192 3.47 1.42 182 3.24 1.49
26 | Cyberespionage 192 3.39 1.42 182 3.49 1.44
27 | Copyright violation 192 3.42 1.37 182 3.37 1.47
28 | Plagiarism 192 3.38 1.48 182 3.17 1.52
29 | Cyber smearing; humiliation in 192 3.66 1.47 182 3.69 1.33
a social network
30 | Sharing malicious programmes 192 3.53 1.44 182 3.28 1.56
with the intent of shutting down
the network

The results presented in table 1 reveal Cyber piracy has the highest mean score of
x= 3.66, SD = 1.47 and m = 3.6, SD = 1.3 among Nigerian and South African
students. This indicates that cyberpiracy is at an alarming rate in the two
universities. This is not surprising as several studies (Charlesworth & Sewry, 2008;
Dinev et al., 2009) have shown that cyberpiracy tends to be higher in collectivist
societies like Nigeria and South Africa. Following this, is cyber-sex behaviour (x=
3.5, SD =1.4) for Federal University of Agriculture and (x= 3.2, SD = 1.5) for
University of Zululand.

The third-ranked cyber behaviour is cyber-smearing. Federal University of
Agriculture scored x = 3.6, SD = 1.4 while for University of Zululand obtained x=
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3.7, SD = 1.3. This result should be expected due to the anonymous nature of
social media and the growing reliance on same for socio-political engagement by
students.

Other cyber ethics behaviours which include spoofing and phishing obtained x=
3.4, SD = 1.4 for FUA and x= 3.2, SD = 1.4 for UZ. Another prominent behaviour is
copyright violation (x = 3.4; SD = 1.3) for FUA and (x = 3.3; SD = 1.4) for UZ. Aside
from the 30 cyber ethical behaviours, respondents were asked to identify other
cyber ethical behaviours they are aware of. However, no other one was identified by
respondents from either Nigeria or South Africa.

An interview was sought with ICT managers in the two selected universities in
Nigeria and South Africa to establish whether or not policies regarding cyber
technology use among students. From the responses in table 2, there is a policy
guiding cyber technology use for the students at FUA while for UZ there is no such
a policy.

Table 2: Availability of Policy Guiding Cyber Technology used by the Students

Participant Response

Uz 1 “Not that I know of. I think we are still trying to put that in place.”

Uz 2 “It is on the university website. There is user access policy in terms of what is
permitted or allowed on the university devices and what is not.”

UZ 3 “I heard that health and safety do have a policy, and to send people for
training, the staff will, in turn, educate others.”

UZ 4 “We do have a policy, but my answer to that I won't say yes or no because we
do not have a director, but we do have policies guiding the activities of the
section.”

FUA1 “Yes, I think the university has,

FUA 2 “Yes, we have ICT policy, where there in you have regulations on the ethical
use of the devices that are connected to the university network the attitudes
and behaviours that are allowed are also spelt out.”

FUA 3 “I know the university at some time approved internet policy, but what I am not
sure about is the clauses on the ethical use of cyber technology within the
policy.”

The in-depth interviews revealed weaknesses in the current measures to check
cyber ethics misuse behaviour and evidence of some cyber infractions from the
students in both institutions. Student users tend to have a less favourable attitude
towards cyberethics misuse behaviour. The findings of this study on the types of
cybertechnology misuse behaviours exhibited by undergraduate students at the
two universities corroborate with the works of (Karim, et al. 2009, Molluzzo &
Lawler 2012; Martin & Woodward 2011; Tavani 2013, & Khalil & Seleim2012) that
there have been wide ranges of cyberethics misuse behaviours associated with
users in colleges and universities. Lau and Yuen 2014 argue that young adults,
who are generally referred to as digital natives, have greater access to cyber
technology and are more excellent consumers of information than the generations
before them but that they are lacking in discerning and making the right decision
when confronted with an ethical dilemma. There is a correlation between these
views and other results obtained from developed economies (WeulenKranenbarg et
al., 2017). The results obtained showed an extensive, non-educational utilisation of
internet-derived information, a lack of knowledge or ignorance of ethical aspects,
and a poor implication of their actions. Typically, the boundaries of acceptable and
unacceptable cyber behaviour are defined by government authorities, who develop
laws around specific illegal cyberspace behaviours, and businesses that represent
inappropriate actions in their terms of service agreements. This may explain why
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they carry on these vices without legal concern. On the other hand, the
pervasiveness of cyberethics misuse behaviour among undergraduate students may
imply that students and young adults, in general, are less grounded in ethical
norms and are rarely controlled by rules and ideals (Wolfe et al., 2008). A study by
(Iyadat et al. 2012) suggested that users avoid legal consequences of unethical
cyber-related behaviours.

The researchers’ interaction with staff members of the Federal University of
Agriculture, Abeokuta, Nigeria, further revealed that the policy is available on the
university’s website, but copies are never made available to students during the
university’s orientation exercise. This lack of awareness and understanding of the
existence of the policy on ethical use may indicate that the policy is ineffective or
lacks implementation. This view is supported by the findings from the study of
Olafsson, et al. (2013) who believed that a lack of awareness of guidelines in an
institution's ethical policy might lead to students using personal judgments when
deciding what constitutes appropriate behaviour in the cyberspace of their
institutions. This finding negates those reported by (Grant and Grant 2016), where
hard copies of clear policy guidelines and a well-designed applied cybertechnology
ethics course have been seen to produce measurable positive changes in the ethical
stances of students. Others have shown that the establishment and publicity of ICT
ethics policy in the university is a way to improve the concepts of justice, fairness
and moral rightness among cybertechnology users on the university’s campus
(Jung, 2009).

To counter misbehaviour, universities have resorted to limiting access to non-
educational sites. This is done under the guise of virus control, spam control,
users' safety, and the protection of university bandwidth. One South African
university informant claimed that downloading music, software, or pictures eat up
the connection's bandwidth, causing a severe downturn and network traffic. This is
evidenced by the findings from the two universities. For instance, there is limited
access to the Internet from 8 a.m. to 4 p.m. at the Federal University of Agriculture,
Abeokuta, Nigeria. In contrast, at the University of Zululand, students have
unlimited access to the network but with restrictions on educational sites. This
regulation is due to specific guidelines given in the form of offences and fines
regarding downloading of non-educational materials. For example, at the University
of Zululand, YouTube videos that serve no academic purposes are prohibited. Other
violations like viewing pornography, burning and downloading music, and playing
games on a personal computer attract some stipulated fines and, on some
occasions, the loss of access. Unfortunately, most students now access the
university’s network on their various hand-held devices, which give no visible
conditions before they can gain access.

The situation is different at FUA, where a clear ICT policy draft (2016) stipulates
conduct on the acceptable use of cybertechnology. Among others, the policy states
that “Internet access through the university network is not a right but a privilege”.
The ICTREC section is responsible for the implementation of appropriate filtering
facilities for web-based and non-web-based internet traffic that may not have direct
educational value, such as pornography and gaming sites. Another policy states
that "user's access on the university network is monitored and logged". However,
these clear stipulations do not deter cyberethics misuse behaviour and violations
by undergraduate students, as affirmed by the results from the interview with
ICTREC respondents. Furthermore, downloading copyrighted items, pornography
and the like can cause legal liabilities and risk other threats to the university's
network. Therefore, it can be deduced that universities that have adopted
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acceptable use policies may likely enjoy more productive educational usage than
their counterparts that have not.

The results from the University of Zululand support the work of Cronan et al.
(2006), who found in their study of five hundred and sixteen (516) students those
undergraduates who have unrestricted access to computer technologies committed
significantly more cybertechnology misuse behaviour. Thus, the assertion that
consistent access to cybertechnology without stipulated prohibited conduct and
practices in the university policy will influence students to misuse intention is
supported by this study. In their research, a similar pattern of results was obtained
by Foltz et al. (2005) who concluded that the mere presence of a computer usage
policy does not make a difference in a university environment.

The findings of this study also call for institutions to review existing cyber ethics
policies to reflect clauses in cybertechnology ethics and behaviour expected from
users of their networks. This observation aligns with findings from staff members
in the ICT sections in the two universities, who believe that the institutions' current
policies are due for review. This finding concurs with the works of Yamano 2014,
Laughton (2008); Chang and Lee (2011) that internet and ICT policy and code of
ethics should be made very important in academic institutions to guide students in
the utilisation of cyber technologies. This bolsters the work of Foltz et al. ( 2008)
that many university students do not use cybertechnology policies, which are
supposed to guide them from unethical cybertechnology usage. This also supports
the work of Livingstone et al. (2011) and Sendag et al. (2012) who found in their
studies that lack of institutional policies and awareness of institutional guidelines
were direct reasons for the involvement of their respondents in e-dishonesty.

5. CONCLUSION AND RECOMENDATIONS
Cybertechnology’s unique and remarkable nature, which has served students as a
revolutionary medium of expression and access to globalised information, comes
with new challenges. The increasingly unlimited access to the Internet on
university campuses has made cyberpiracy and other forms of cyber behaviour
among students prevalent. Studies have underscored the difficulty in identifying
and policing cyberethics infringements, most especially where the policies and laws
are flexible. Thus, the study established the most prevalent forms of cyberethics
misuse behaviour among undergraduate students in the studied universities are
cyber piracy software piracy (music and film downloading), cyberstalking,
cyberbullying, cyberespionage, and cyber smearing. In addition, the study revealed
that there is limited awareness of the publicity of cyber ethics policy in the two
selected universities.
Given the above findings, the study recommends that the two universities:
(i) educate their users on the implication of cyberpiracy and other aberrant
cyber behaviours;
(ii) adopt a more severe strategy against illegal and inappropriate digital
content on their networks;
(iii) strengthen the publicity of their users’ policy to increase the awareness of
the existence of guidelines in the use of cyber technology in the two selected
universities.
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